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Abstract: With the rapid development of clond computing technology, its security issues have become more and more obvious and
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virtual machine destroys the availability of cloud services or resources. Un-Trusted cloud storage makes it more difficult to share or
search users’ private data. The risk of privacy leakage is caused by various outsourcing computation and application requirements. From
the perspective of security and privacy preserving technologies in cloud computing, this paper first introduces related research progress of
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scopes of typical schemes, and compares their different effectiveness on the security defense and privacy preserving. Finally, the paper
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SEKHI VAR B8 ) IR B AE L F AR B MR T, A B = T BR80T R EL BT I i R
A H gl

DI E AR IR A EBRR B KT B R 0 W% AN LA 8 B SR P 48 v B R, S AR A Bt
FHENHEARN - MREAGTEREAGRENE. HTEER. L5THKSNEEFARRILEN
HE. PEE. BER. APUHEUREERRF USRI ERE DR B e X MR T S,z
HRPNBEERRFZEEKBTATENNEBFN LT EN S FERS S ERHAA R HTET RN RS
B E R EE, BB B U Y KA LR

—BUAA,ZHEARESNENR R RERZE BN EZERE EES5TENTAHESH. £E
S5 A5 R LI B 0V s ) K, 75 R 45 B R 1 (cloud service provider, fBJ R CSP)ZEAE 4 4RI 7745 ) 1L 72
T R R AL B R LA, B T 2 B AR ERERFTRARMER LRI FUCHERNZLERAS
HEEBAZUTHPE L EEFEERNZEEM TR EZHHRER AP EEAERT ARG E BN
FHREHIEE S, TR T — RIVEERN 22,010 = WBE AR E . BERMENLE. OB KE NS
TEHRE. FZTREMET. BUNES. AFZES

FETRE5RARF AN AFE LR FRR LSNP RARE NIST 7 2011 F A% MR G, 330
BZZEXDA 3 MBI AR BUNEZ S, ZHEBERLURBNAZE,WE 1 iR AP, R RS
EEFRXM BN BRPOMZEMBHERIFENR, ZBE L LT ERP ZFEBE RV ENE., wBlts
AEEEZVAZ2FEAFIETE. NENLRRENEE.

(mm) (mm) (mm) =mAzs

Con) Cam) (ww) zmmze
Gann)  Casw) i)

( ZnmucsEEE®) ) e
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( it D

Fig.1 Cloud architecture and security classification

B1 ZEMREMEREHE

FXAEBELN AR B R S, ZHTEREUR TN R RO FOH R, 417 3% b 385 4
R T8 P R S R A R B A R 47 07 T B A R B8O 18 B2 AR B R BRME, BE T 8t SR SR R R
JE SR ALTT . ASCH 1 F~58 3 WA R NERML. B, MM 3 AT SR EHEAR ST HMHRAARE
4 T ERERRK T 7.8 G R RIE.

1 ZEMLRS:

U HFEN AT HBEARK RS R E B Z B (cloud virtualization)SEHLI. 25 3 1 BB LML SR A4 K 28
WHERERI S H— DS A BB (virtual machine, B VM),FﬁF‘Ef_u%iﬁﬁ@aﬁmm%ﬁ%%ﬁﬁﬁ%.%
WREREZEALAFEMNERINZ S EREACERTT BNEMRSE MNRNENITERFBUE
B4, T 5 290 55 A AR - 48 o T R R 2R

CRIMMEAZHENZOBREZEUZEXEE AT R RN RS, EAN AL A HELEH
B EBA B EEAR, G50 97 BUR % Bt o7 LASRA ST B B 27 S B U SR AR A i . X OB BANLIALS
EWE . 2 RAERFRHN BN ERIGESSERERE REBRREN A R EBFHENA
= v B 2 A T TH B R AE L.
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11 BEFREWHREFEHA

111 SIERE K

AH TV EF A E KA R B R B AR HE CPU BL VM ) BB AT B a3 3 AR 1T, oF 2R K1
B SR 5100 P ) B e E SR A8 B 2 VT AR F B R R B AL IR, R A B B R P A R s
CPU B VM A B, SE 3097 B R 45 e T (theft-of-service attack). B E ik R R R & S EA BRI HA £
TR ML B R 7 R AN = RS BB,

H AR R BN BEAL B XA B B IE B P AT A 28, R 36 R BT AR 55 2 it 9 2R [X. B4, Gruschka 55
Jensen B T/ECRA M LFIRFET AERE MU REE S S ELH 2 8K EF LIRS 5 BUR % KX
7.2013 4£,Zhou % AVIHE 16 SOR BEHLBIA Soh B 8 T kK ds, R S T v E . AP S V0 M
B8 .38 BIRR 9T (0 B AR 2 KR TANL B/, 095 Xt T £ 3 BB TR0 g UL AR PV B b F B T b B Uk T
Ry H PR,

HE5H,2012 4E3R HY 0 % J5URR BB B 5 (resource-freeing attack, K RFA)IVBE W1 &35 A/ BB RINL B ¥Rk
BB BB M BRI, WA B 5 97 BUIR & a5 AU B B 3R, T B B RT3 AR 7E W DL SE 28 A iX R I
AT 5 R .7 RFA 9,503 8 i e R I S o0 B B VR, 36 AF B AR IR RINL 8 L IEAE AT IR 9 B E i AT I
BEMWHBIGEEEF TR B ERSE S S8 Amazon EC2 V& FHTR G RRH BEHEHED
RFA R8T 13%M R
112 BEABEARTG

TR AR E A i (malware injection attack) i F % & L6 B R G0 AR 95 L) b 3 1F 8 AR 959 K, 2R T 3R
BT I R, 3BVE R ERGE B8 B A P EUE. 544 Web N A IBEA R, = v E 35 1) B AU E T %
BREFEARGHZERM. ZHORETE. ERNEESRESESEERBHAN TERE B, B
RPN ERE O TEENERRES .

MAEBE G RHRE SR A S BRI AT E T R CER[1113E T PE U ESC R BT B B
MR 7 E, 5% HADOOP F & # I  3 SL 5 B 46 B9 4L, R F B R AR U 2 F R AR I IR AR T, 1% 05 R
B FFaS R, T LR B 3 FE AR ZE R R BRI FT BB 12012 4E, — MR B R =B AN R B R R4 AL
H B3R BRI MR RN E MG, Wei ZAPIET DFA PPEBAREWME MR EELENE, A
PR TERREERE.

1.1.3 X EHPaEER S

T X BIALAE B R T (cross VM side channels attack) 2 — 2% W5 H s MG, EXRKFESH
PR SO AR AS R W B BE A, — B R B PIT R B PAT W R AT EUHERT B AR LR AT O, 3R tH AR
£58 NS BT E 1 e A BT R B ML 1) SE SRR R BB A, AR S AT T 0 e A B, 0 o R AL 0
B, BRI BEED), R Rk S % B S B B AR R TAAL P9 A P P O R K
Yook — Mo DU Rk 5 | R R, DR 1T A 4 1R 4 Rb Sl A0 ).

EAERE B0 5 8 e a8 R B v AT & AT B 8], B D AR BUR P S IR & 2R 0 S5 BLAE R
T FE A0 5 1 B UV P e B S A F AR TR R s, T LU B I ot & R ER B B AR B BINL R AT AR F R B R
BeAh, SRR E AR R, Wa 2 AUSE R I x86 RSP T M BRI E.2015 £, Liu FIRMHF
HBA U S8 B J§ — 2R 2 17 (last-level cache,f8i#k LLO)IEH T —MH B Rk 5 I E. LB KB ENFURER
ERA BB R L E BT IR, 7 15 B8 & A 50E B 2 Inci 2 AUSI R8T LLC SRRl ENUIEE,
7E Amazon EC2 F & L5E#IKE T 2 048 LLAF(¥) RSA FA%A.

B Bt 3% X RUBL2 1 8 e ok 1 g T 77 40 S8 Wt A 2 A R0 40 WL UV R B /N B AT B T 4B AR AL 8B PO BT
¥ P @R 4 R BERLAR A, F LR B0 58 37 1 O 0O & AN 6 SR 6K T 1 IR B R ML, A BB VR L A X
RN A5 8 2 53 BN 2 FAH B B AT O 5 B AL B RIVLA LS LU R E R L R R e XKL e R
/NIBAT B A PR &I AN BETRSE 5 B CPU 3R,
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114 EREXENFBRE

SE M 3L ZE N 7 B ifi (targeted 'shared memory) AV EPH R EAFREF AN EFEBREARB
FENT i 045 18 B Al e K Bk A — MR #7712V Rocha F1 Correia F 2011 4E 52 H, 45 & P9 ¥
V7 ) AL ) R R AR SO, T RE S B R A LTRSS P RAE B 5.

FERXTEUNMAFLZE,AFRR B TEAEEZ T EFENTHE. BERNGHFRE
AR H R 301 R WL 128 P 77 A LU T 8 M 42 v AR AR v, B 00 A0 SR 7 PR
115 BRLEREE

EZEBLAE D EEREFHTRAEFES M B 1,7 N R BBV RERERESRE E L
FIREKE TRE B SER— RN ERE, B 7 5SS 8E R, T A S AR .

2012 4%, Szefer 2 A PVEATHR t 2 A HEE 9 5.0 8 LUK AH A UM BT R U7 (VM  rollback attack).[FI4E,i% 8
B8 98 LA, BE R A P50 AR BUNL S i B S MRS B A D SR M A T EERRA A%
EHEEFNELADR AN, LR RITELRAFA NS ERDAREEEE.
1L1.6 A %

TEMUEASHEARANBE AZROREEE., BERARFHER T EFNLLHR B 11 HAET
5RFERPBINZEBGE A T EMEWM T L EAN BN RE SRS REREL | BEMdEs.
BhRHE, BEAR. REREET ZURREHRRNRRERT T HRAR AL AR

Table 1 Known security attacks on cloud virtualization

#F1 SBazBEpieEERTG

TaEA | BE FERE TEBR BLEEES R
‘ - [ FREREEHE
PEME | RREEE | menwsienn vamg | SHRRRERS | opgic o |0 pameats
: 3. Bk RFA Kk
R EEEERAERaRs | EDHRME | KR EA R i
e ghiA . REEKPINHEARS ) mpsmEuE | w1 |2 AWEFERA
3 BERHLE RS 3. TR B A —
ST
wxgm |, ZE e LU A I 04 0 T
S | mmmons | s R R LR | Lo R
o A0 428 E LA A 2 WS AHE 200 | ok a0 e 2
R R iy
Ty U617
— WL LR RRE
§2§§ STRR21] mﬁ%%ﬂi@g@“*ﬁ 2 EMABEAME | TMR2 |2 THRMEZAFME
£ 3. 3R EAB A A B
LR R
%gﬁ? - FERE VMRERIE |2 B 7 R iﬁpyx];ﬁﬁgggﬁgg
3. BRBARE : ;

Z LRz B EEHNTACRNET — LB, HA G EHE AT R, NE RS BRI
KFEHRERHFHAMBEATR.ERUVLUIB LD 5E BN E . N5 P 508 sk R & % 9w Xt B RyLE
FIATHAEL AR . B, RESRENRERTAF+HMEBXENEENTFERITENSEN TS
B AL sl AR B R UL A AL T S
1.2 =EBE4ER2

BHRERERZEMPENZEANTEBNEEART S, E4HNRN S ERERTEEEBEERR
4% {4 IEHfa t 5 % &¥ Elphinstone 25 A\ P78 7 20 4h 2 B0 UF A9 2 A B8 T, 4047 75 B8 14 B0 AT SR M4 4, 3 AU
LR Z B HERREI ARG E I SEANRMEREHRAREFRAENTIANGZHEFRT
— PR RN R B W E M 2 28R (hardware security module, FFR HSM) £ 576 3F BB A TAE
MMERNBEEH AATRBNNATEHEENRZERT LS BH F5HENEREMES BTRELN
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RAL = & 2 T D38 4 B B9 CloudHSM R4S, =B b AWS 73R 4% 57085 3 T A% . 25U, Azab % A P79 4 Hi
SETFRAERF R EEGRIGER BIELE, B 7N x86 B P & HEGERA R0 B{R6E.
BRABEHZENRBE—EEE LZREEN O BRELFRNA T RRESEAAERFEERNTY BaYs
75 T B JR R AE,CSP 58101 (A T {3 P 1 2R Mg QR B A ¥ 4% LA RS A R 10 AR 45 B ) AL B8 e, 22 4 B
SRR 45 FT SR IRFH A G H P R T BB WA T AR LS B G B T R AR 0 S AE LB R 2 5
B R NBE A PR R R R 2 A P AT AEM R R AR ETIR TR L 2 MBI E S iR, Bk LRIR T
FA P& BRI v E IR
2 EHERE
REFHEM T ERR, & EAERKNES LEMH P BRABBENIE N SERNRHEES E 55N
ZUERENZORS, EARLRE &R EREN B R R EFHEELSER N ZREN BN
B2 — EEFRAPEERROLE.
AHFEBEHEREFORELESHBERARP XSS AR B HET L EP S8 E LS
BRI HE RABE R TSE 0 R4 B 5 IR 38 I SR AT I8 A0 B2 0 1 T B B R e AE i i eh R E
MEEESEENMEZZHTHRAEEREE SEHEZ NN ER, WSS R TEERENIZR
Vi) J5 B AT RN AR LU B BN R BJE, &K CSP REHBET SBHMH A BIEE KR TEF
9 R T RO ST B LU R BT BUAAE A AT X BIR R R R 28, R R BB IE B U RIBCBRIAGE . 3 0
RMFREER T 4 M HR ISR, IR E AR F U BN
2.1 HEXFEHE

2.1.1 REENFEL

AR B 2 & #% (proxy re-encryption, B #F PRE)H AT H FIHH K. AEFTRMESLH/ " RENEE
2N, EAFE =R B0 H R R % 0% 5 108 30, DUE S O AT DU B B 1 R K AR AL e 8
SHREMEHRETERRTRE N FUBRR A EHEFTNE HENFATEH CSP RE M F, %7 £
SERFA LY E B E, 28 A A ARBEMEN—RILTENE 2 FixR.

BRI Z g (3) KB B A HHE, SRS b

Q) REMFEHIEECSP
(5) RBEMEELHECSP
CSP

() R AHE T BE (6) 1 F B SHE,,— BN Hdis (8) 14 i RLH1S, Mot sl B3
@) EREINEEHE, -,

Bk g0y

Fig.2 Process of proxy re-encryption

F2 REENERE

GEERREENEEIENEA T, Green 5 Ateniese T 2007 FE R T —MET S HHAEENT HE
(identity-based proxy re-encryption, & #K IBPRE)®). 7 & LA 1 e — S5 BIE N AR 5 EmaE, A B
M. ARt . ER BN S T A B E NS T R R S LT R AR R SRy 2
6] f#-5 B B i Mizuno 1 Doi Xt IBPRE J5 HEAT B 404k T 20038 28 30 % 1R i K /b 3R B T AR B 5 448,
— IR H T PR R A 2 AU B B R PTIE $ B U (chosen-plaintext attack, fi#R CPA) W8
73.2012 & & E R R RAL S 48 S NaHIBEP I3 T 5 4 10 % A 8 1 AR 3 3 % 57 MUIBPREP, 3
ANE] DUIEA e A U HL 3% £ 3B 9% 5 SC B i (chosen-ciphertext attack, {8k CCA)Z 4 #) IBPRE 5 £ 18 1P %
220 S RARE B BB ARPUE IR 2 & F e 5 B SRR AR 12 b wu AP T
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TAE B M RBEEMFEEZEURET S 40 K FFRE 2014 G5 T 5 4 7 BAAR B E N FEILH 183
T — SRR Bk L IBPRE HRME T H = HAREMR S KE RS EHA XN RNB e — L
RIGHARHE LM P B ECR T RE 7.

A4 A3 E i % 8 i (conditional proxy re-encryption, iR CPRE)COH 524 24 & s B4 M5 B B SC &4
) B 5% A2 T, A 2 4 M A R 1 R B SR — oF 5 2 R s 81 0 2 7 XA SRR (361 ZE At b Fang 2 A 5B #%
T X RFRBITRENES CPRE 5 EPIFHH CPRE 77 £P TR E LT R IAE 5 818, Lan Z AP
F) PR SLEEAL BRI X &R 0 R A S Y 2 KRB EMNE A R. 5 SCHR[32]8 8 71 B A8 24481, SCER[40]) R 95,
2502 WAL 545 N % 5 E (hierarchical identity-based encryption, {8 ¥} HIBE) ] LA%5 4k, 2 CCA %24 CPRE 5 K.
METEHHEERBEENF T ENEH IBPRE 1 CPRE FrAKNT REE,H CCA 4 O fEiRnEias
(standard model)*FIBEHL TR = # & (random oracle model)* FBE R4 MIF . AT RE M HF BAXZ BT L
BF R WA 1E LR R4 1) CPRE BUEAA R — NI I R M40, Z R BB R S E XK BN
BE—B k.

212 RBmEEE

Z AP R 1 0 3 B (attribute-based encryption, [ #X ABE)RIFE AT LA P B ot 5t x
HELAAFENEASEXRBTAN AFWEER TR £, B, ¥H%).UKRILAAETEER
N Lk SR R T &40 1 I 35 E vk (fuzzy identity-based encryption). i (U 24 %540 B 1t 5 %% SC B HEAH E T
BC B, 7 AT LA 58 B A 35 R A

SEHMBHMEN AR EHNARERRERE Waters FTIRENETFEXRBHBEENEFE
(ciphertext-policy attribute-based encryption, i #k CP-ABE)! 5 4] Fl i i gk 5 2% 1 3% 30 1) #2846 1) S 35 S 470 5%
575 U 100 44 ) S B, R 0ht o 25 B 1) 5 U ] 4 ) 45 # B0 R 2% BE 2 B IE K 0%, T AR 4 B 1) el U ) 45 B R T R R
B H v e . SCER[44138 oK 3000 AR B 1R A B CSPRT LA 24 BRI CP-ABE 7 R AR T84 R 1, SN MR %8
EARRE A RAL B P AN CSP RERBTE BERHT THERESR N T RN —8 G, Lai £ AM)E
H 2013 R TAEH E RN CP-ABE Rt T W RAFRIAME AR B VL (H R W RIERZ SN X TFH P B
B A TR 190 R, BT A v SR A B B AL B CSP RETH EAE S 0 BB KB B E R P I,
DA 38 4, R (B 422 J A 480040 T 5 B0 ek RO

2006 £E,Goyal 25 A MR T 5T %5 47 S % 1) J8 0 25 77 % (key-policy attribute-based encryption, i & KP-
ABE), AV MEHIGHMERRAREEH AAHAEREEHANH A TL@EHE. 5 CP-ABE HiEEAU,
KP-ABE HiEMFECHEMAZE B EMEE 0k, —RFEFEEFXKERN KP-ABE 7 R
HUOS S ch R AR TS MR M NHE RS TR EE RSN TR/D T HER 4 & Mt 87484 2015
£, Ambrosin & APIE DR FEL LR IET ABE MHT BT & LHOTTH. 25 7 B ey RS H %
Wi B A AR A T 2 o BT A 4 T4, 2 KP-ABE 7 R B R — B AT R R e B MR R T K.
213 /N &

REENFEZENBENMEBEEEAZFEEBN L ZREM AT R AEFRVETESBE:

) REENFREED BENTEENFEENEE LE2E= /KRB FREZFHRATHEETA
HO BB RAETN,RESF RIS IR URE T MR ESE TSRS S BR5 B/~
R FABUIE ¥ Vit B8 , K SR (L AS AR A 5K

) BHEMEEEFINEEZTENS MR T URENEEFETFHAEETERMZERARMEES.
£ G 19 JB P I 5 v 70 SE B Y R BB B T — LB 35 4 ) B IE R RSB AV P B S BB IR TEE
AR A ER S, F N SRR A A R RIE NNV 5 RS AT, LR RS IE S R EB WS E R E
PL,EBOUE R TR = T S5, 70T 3 X — PR AR R R T i S .

2.2 iR HIEAR
RAPRAEREFEIAE RS8R EW/ONEEAS IS5 A WIS 0B E ik, 5= 5
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DB 1) B E LT R I A A TE T 8. U5 1598 % (access control B IEIZA . AIE. VAR . HiHEE 4 A
EAIRA BARTE, A TR € 407 18 &5 A ER/E SRR E H# BT R&SENTT RALR,
BERXAOS., 298, WEFH. BFFHSNEN 0 RATT RS E FRBUREIR B P LR %
PR HE R R RV M H T EE R R,

;A FHERONELRREBZITEFERNTABRFHTEVARERENTY BYE. REHSBHM.
H ATz 5 R G AR S LA — 38 0 1 R L 2 B R W ATRE CSP ARK V5 A BR AR 32 T 34 2
W0 FE SR L B 22 4 v B O B8 U 1 AR DA B 2 1] 5 R R AR ER MR B U Il P 58,2012 4, Leandro % APYFIH
Shibboleth IERA ZHHRITHERAFE=FHNEHABIRE ZREATHAFRBESTEREERE
L HHE, LR T PHEMREELE ELEOLSNENH M ZLURE LETLEREHFBEAREN GEN.
FRETFZHEAPHFERBRTRE-NEHRAEMRTRSEDBHREIIHKRSENEZA CSP LR IR
B4 BT AR N IENU I i BN B T 2 E R 8.

ZHE—BXADSERO R EAEL BHENERET BREEELTESNAMRIT S Kuhn Z A5
T £ B #U5 8 $% 85 (role-based access control, fij #F RBAC) 5 & T B 1t B V5 il 35 % (attribute-based access
control) M &5 & . A B 15 & Pk 89 — B 43, 7E BRI A B0 [7) el S K 3 A5 0 R0 PR AR L. XA 228 e ) ) 942 1 g AU )
H—PRMRT RBAC HLHITESHA T A ThRetEBLba. 4 X B 725 U7 17 45 51 0 58, 396 4 87 B AT R 3%
B 9 T 7 SR 14 22 4 DA LA B 8] 5 448 452 L 7 1) T 3 e O S T R 4, 10 s RLBS BRMEL O KU B P 7 SRR 2 & 1
B 3R.2014 ER M —MFHREEMBEEECWRR T — X % 80 = 476505 1 3580 18 8L 0UE 38 9 % s T
LRSS EHERE T T AEHFE XA EEEFRETEFEEPHEETEENTHRE A FRA
51 P8IZE UCON gpc i F IR B T 45 & B M A B VA5 HOR TR 5 IR 45 (0 908 #6836 LA b MR 98 S B PR 45+ 2
AR AL B V] 42 4.

G b REHEARERP ZEENEE T HEEEEWEMR, EER F#% CSP MARRBUHF 13REY
A EE T IRE LN T & TR LI EENET AR Z R EHERARZORE REENE. B
PN SRRV ARSI 3 K MRS E N R S SRS B AR A B 2 R AL U A
BABRERE A ZFE S HETRWBARPFREARARBUETUTAZ:

(1) DSEXT 2 G Uy i) 455 i) R0 2 2 U 1) 425 01 BRO B 5T, A S TR AL R B9 FH P 3R A8 AN IR £ 5 1) B8 00 % T 24 BT 6
RBAR MR P B RERA P EF RS, 8 5 IR 1,0 500 F AT BB, S RIS A .

(2) V7 a5 I AR PR T2 A PR, 1T 2 3B 45 1 ) ‘55 AR PR 5 48, I T BB I & T b AR =77 f 2 4.

(3) ESRHFIEHEE Z Uy ) H b B ARk V7 R AR, Ui A e 2R 58 ) B T R Y I SRR R
2.3 AHEREFEMERAR

ZAF AR T R N B R (searchable encryption)fR EEUE (K T B, SR B SCHOE M B I 5 R,
BEMHFARBENEBLARNENFTRRMEBIARFECRRO—BARBE0E 3 Fir.

BT Ea HAE D
Y o) i (6) MRS |
nﬂﬁ?%%’l @RERRER
() FERTERNEREA 5) PATHRSIE (3) A A R K BA R
IS (7) f o 2% 2 iy B0

Fig.3 Process of searchable encryption

B3 FICHERRE
M ERME G SRR NATRRRG| LEE CSPEBMMEMGE M CSP # UM RFRIN
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RZEXRBIAR,BRLH CSP KAMBEGFEFFEMRESR. ZIEFHR CSP RGMBMEMA SRRBEF
RKEBIME B.
231 XRAEBMHFLA

X #r 7T 8 & 0% Hi R (symmetric searchable encryption, &%} SSE)M Xtk H AR BN RS WEIES
AN SRS S AR TR R TN — 75 L B8 38 23 AR X B 0 2 SV XA B T = B0 3L
HRITMELE, AT ZREBAARBERHENREANE A EREE RS- EAEHEEE AR
ERTEENENHNBRRZEMBERSEXHSREXBEZCHBYRNRRE I LEZEZRESBULIE
HEWMEEECERN, ABREFATEARECAEREE T ELATARER.

BV FTHRMERARORRYREE,BRIEEH BB BRE KX R ERE
SEARBEAERORUARCERE TLRAMVRE ENERANREEEE O R 8 A3 E R
Z%BE 3 $#,Strizhov 55 Ray MR H T % <817 MM U T3 R in % 5 & MKSim® LR &R 6 Sar R o Bz
MAETEMEXRAT, LATRYETFHERETLBR NBE - HEFEEPUBRTHRRIAXS S
THEL 4 A R SRR JE 2015 4F, Liu % A05 2 BB R M 35 Rt T MDS-SSE 83, AW & SR IR UL 80
HREBRRI ZEZRIHAT THE XGRS ROERAMETHEERE . SR 4R EUEY
RERMERERSER L EACRESHERRZLN CP-ABE BARSTILIT #5208 & W B, 3F 2 5l 76
DBDH B %1 DL & T 44 i T 2 MiiF ¥.Rompay 2 A S i H B8 1 3 38 B0 B0 FAE R KT S E B g & 1 2
RESETHERAEAE LR KENEEWEHRHE TRERRE,FRTRANEENEFIFH, B8
BRERIK.

232 ENHFAHRMEHEAR

et R 7] $8 B I B AR (asymmetric searchable encryption, {8 #8 ASE)## R T IR WA T 15 5403 K8 —
) B INE R B T AR RN BA MR, A BRI R % DA BRI B S5 00 B A, T A8 A R 3 U R
ARAHBTERBITLEERER.

Boneh % A5V T/ 403 TS 4 32 B i PEKS B35 £ JEX AR T 38 8 3% BORBT 5T 0 FF o PEKS Bk i
SEEW . FEE WM EEE, BRI R 52 i B Back 2 A4 1 T 4145 i REx 8%,
ERHTFIIATARBAGREARSEMFEENABSELZK. FAMNF LR - LEUNZEREERERL
FHEREHEEE MR AR T SSE HA, M IExT BR o] R 7 RiEH g LUR G XN RN R T
B LR IR R, INFOCOM 2010 42 i) — TR TR A <2 7 o8 4w 48 BE 8 SV B o0 B 1) 2 A0 #g ARALLBE , AN T )
BEHESERAH T REHILE.

233 &

Bk B E X ZAEE S B, QTN RS R NS T BREMFER AL E L B AR R
HHF R E S RERREE SEE HREZE SEGEFY RERE,FEH RN E KRR LT [

(1) MHRTHERMFEARNA T AMERBENOREEEEE TR AR ERTETHERER
L2 TIRKERRSIMZ2AERRAANIFESRYMBERREX FIWEERR. MEHERANENE
ERE M BFEXHERANHATESNEMIMEEE. NFETFHASEFENZERER.

(2 ETRBAMNENHITEERNEERFENEIERBERNRBENEEFHERZLHPAHET
KAy BaeH AR TN ERZ —EREMERITENRERE RITENSREZEMNEXERTR.

2.4 FEES A GER

Bz REBEAMNBFTRE BREEERESHETHLE R LB A P2 = 705
LB, BOHE 1 5 4 A R AT B0 AE . WY (B 4 4iE B (proofs of retrievability, & #R PoR)OLRE — K0 E B BN, T
2007 SR E IKIRH. B CSP A BIEHH H UE W B #5071 AR SE#E X [B]. Zeng 125 3% B BR BEATU0A0, M9 3E T &
F AL X B AT F B $E Se et 5 R PDIVL SR MR R AT H & B0 A F T RAE Y Bl R B = FRIEH #AT
RAE, ATOA 2R T H3R A E NRIEFS AR EBEHEE - ERER ST EERERKAMRT 2014 4,
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OPoR 77 E" M H IR F A v T 3R MR A2 % 7 b L AT S 08 = 5 i IR &S RE T B BRI A
BRI EAR T, MR A R T B P M E 3R E T ERE MAC WP BLs AASLVISHER,
W HI T 2 e IE L.

H4 BT A AL UE B (provable data possession, BiFR PDP)!>! R AT BA2 FF I8 AIE 2= ity £038 ) 5o B o T30 0F
EREPREBRPIBERIESREE/N,FIL PDP RAEHR T AMES AR FERE. DHE U Z R AN X7
T CSP W B P BEXBIA KA HE — B AT HSM A0 I 0T. 4 I, Barsoum 5 A UHR U T A8 17 A9 A v 75 6
MB-PMDDP, [7] i & % R 48 BR 55 88 & U 3 SCREBD A B0 B8 T8 3 280U, 26 F 5 40 0 4 A s 088 e 3 A WU A Y
ID-DPDP" %t 5t B 228 T AR = AR5 22 M I, SEBL T AR RIE. FHRIFAAFFRAE.

ZrFARBATZAENEEREERITE RSB T ZOMRBEAHEF LR RESRIE
BRI PRI IE T8, B A S e B e F i TERHA S =y, sk it a] Bl e R Y A & A FFA]
K. BFNHANEUREREE:

(1) BREERE RS HIE S AL A ¢, 4 S 0T 50 IR A R B N RV AR R T B R .

(2) FEEMRAEH K768 FFEME AT ER R R IE O RUE T 5 56 508 AR RS 3 DA 2.

(3) RS BREENE. EHBFENDESEEEFT &G THNARGEES,FERNRRWFAE A

3 ZNARE

HRAZNABSNRZEMERXT = E R R R, B Iy BB T 2T 7 B8 3R A, an M 3
BRERSG. BORFEEEALS. JRZEERNME IS, E AR EMB N A A S A KL 2R, RN T
S x4 5 RAMRY 7 IR R L 2 A A 20T 2 v N R BOR T T T 1 B 22 4 U, L 4 448 A
SUGE . 87 2B R AR B R RN BTV I BRI 2 — SR H AR R AA R S
B EMA RSN P EEN L R)E A R A 2 N 24 .

3.1 BHREWERBHEREAR

3.1.1 fEARS KRS

15 46 AR 45 B i (denial-of-service attack, B #R DoS)E - EAL L F— R M B RERR A L& HdiFmE
FR EHLRE KR A 5 K B FE R R G0 B U8, BUE I8 B IR &5 e LA B B v B, b R R
MEPHEFREBELRES UG IEFEBEE S MBAEFYEEERCAT EZHTREZMREER
ARBHRERESER MR ERGTBURS B, ¥ 4IRS Bd L 24X LR = oF SRR =2
SaaS(software-as-a-service, K BN R &) F & W RRP R BEHRE. BT EEMP EEZNHAXZET M TN
VBB, G R W BN BB EEEERNZNAZ2N BB ENEE.

BRI AR)IEAIR S B E EEFE 3 KAKMEFEA,FHZET XML, HTTP 1 REST HiAR,HF
XML %1 HTTP | 2 FE T = v B0 & KN A 8 WX B R iR 37 1) DoS Budh B A B 58 #0433 tE A ok g
510 B A SRR K 2 U T e K. 2012 4, Kamwal 25 A8Mg A 5 Bt yeHoR BEShA B2 F HTTP 1 XML
143 A NI 48 IR 45 By . | T v B 4 B 39 AR B RO, S BB E G BT R (K. LA 45 BB
B o B B0 M 3 UR R R T (fraudulent resource consumption attack)l’™ & z o EIRIE P A M —FHEL
PR 5% Bk B I VE R B AR ENLATIE B B R SRR A A P R E AT fude.

3.1.2 BB

{8/ W 4% B h (botnets attacks) P, By & B VB T HLER R & 4 507 B 15 B SO A B B, M LR AL
75 R Al = B IR, [ i 75 2% AR A1 4 A 00 538 980 79 T & 4 3 4E 3%, Amazon EC2. Google App Engine F £ R =1 &
SEE MM HIES Mg R EETREM T ERES REQW R TR AEF MR T RIFKIEBITHE,
B — 75 T AT LA P 2 AR 4% 38 R 3L, 55— Tt v DA P 97 HR 3 1) v o B RR FULMTLAE D B 7 BL. B B4
Wit 77 8 POTR FH #2265 460 PR 4% B ol P R R S HE 1 4, 7E Andiroid F £ 28 5285 B 1B 190 45 4436 B 33 MR 14

R U 7 00 2% B0 B R A R RO A 4% T A U 5 D, 8 T A O I R L TR AT R A R R
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e LA W 0045 P A S AR 4 2% BB T MR U B = IR LI SR B B B IEALEICY R R ET LUK T R BLVE P K
£ B (B R TGV B B Y AT b AR I .
313 EHRERE

2015 %, Hasna Q& tE7EIR & = vH ELEA 5 P {8 A B R B RO AR n 8 005 5 R 304 BT 45 1L 4R T,
& WA B 2B AR S 2 2 P8 BB AR T I IR E BRIk S 38 R BGER A &5k
‘5 W # (audio steganography attack), B HE S S B =AM RS DU E k.

SCHR[84]32 H! StegAD 77 R, G458 A RS H LM SADI &k H o B4 RS HiE ARG ESHRE
X BERATH SADI BIEHERT H AT AR AT R RRA B % T R RR AL THH B RABHNFM 45 &2
BRSO LA B X 47
314 AN &

NFEREUENFEHHEAPATE, ZNAZEBLE M SEENNELS 3.1 THERNET 3
KERR VA2 SN T EMERK TN EENBERRE, R 5RERE R 2 BT Lel.
Wk RE ., B R ARERA T RURIEHARREBREHT T 8 /84 E5.

Table 2 Known security attacks on cloud application

R2 CHZNAZREHE

BEFA | HE%H AEEE REER | BEAE R
XML based DoS g - ;
LA TR
HTTP based DoS b ALY
s | RESTbasedDoS | mairisgiskmu | RUENERE L 2 TR
8 ARLERFARE | ; o
T | A | ARUERRAIA |1y 3. 28 LRSI TG 3
T FERI
KBRS —
EFRS% T L e ‘ L FRAERAR
et X | RS URUR | IRELET ) i it
FHRE FEERBERT 5HX || BRZAHAR o
Wit . HFREEAELE |2 mrgmnE | oo | TRARIEARS

ZUEBERNAN ZEMERKERE ERBT IR M &K 22 E, FHERE B P FEN R 2R
B IH-RI X MK Z 2K I A TR R T A RTE A FE R E 2 N PR [ R 7 B T
BANAZ2RERBE TR ZEMRSHZEEE R NEERR.

3.2 BRI EITE

321 RASWMEEAR

4> [F] 7 0 % (fully homomorphic encryption, &R FHE)& —FF f01F B B X 8% SO AT B /E AT o B 2 #
AR.CSP MBEE LMW HB B REBUE CIHE R MU REMNEXHEEER.

2009 £E,1BM 2 7] i Gentry 76 £ [FIZ 0B HAR F HEUE T E A K55 Gentry W18 BRARMS I B & 44t
PR M1 AN E R4 R AN BE, ST R N R A R ek R &5 A 2 R ik SE I AL 2, In AR 3 AR R,
M LSz R AL BE A 7R TR RS b e E AW e E WA mE gk, I REEMIARnE T, EEESARE
R 7 K BIFENRR. ‘

2011 4E 8 J5 ,Brakerski 5 Vaikuntanathan % A %5 0 T 3 T A4S 2 SRR SIS J7 LB g &wm e
o AR N AAT 0 B AR R I3 SO 7, A T 5 38 B 0 R AR R b et T R) A I 8 R R IR (3 P 1 )5 Y — T
X @ERI A FHE ARSI T 2 R&M EIAENLE] 24, Boneh 5 Freeman B KR HH 2 A L ERAFL
23X — 28 F 2014 44 Dario Z AP —5 B LR RBBEN TS A, 7T DUABIE RN L%, A%
BRIFRERF#RE.

R, B 2RSNERARNELERELHENHZ AKRAFEERRNNEE ELEHRNBEHEER
MEREMESEMNESELEFENNE RRIEYH . A2 F R &% A (somewhat homomorphic
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encryption, B #% SWHE) K g % o B 80,18 & 0UE A TR £ TUE EL B R AVFH FRIK S ik Fi 3k vk )
BIBE .SWHE A% 4 RAME KR 20,405 FHE T8 4 G852 57 9 3 LB Z R A R0 TP B Al vT
B EAAE — R AT B R AR . AR & N E 7 R RN IEF A K Benaloh® 0 Paillier #1037 #
¥4 R 25 1) RSAPIAI ElGamal B304, UL R X HF LAS R 5 RA # Goldwasser Micali $.7%:0°1%
322 REMEBAR

RAEAESEMEEE BRI ENERSEERERS, TR EE LB IIEED . RF INE (order
preserving encryption, & #k OPE)R — AR5 85 SO B A5 R, e i 161 B8 HL s it % in 2 5 00 3 (B s 47
POAB SR HE PP 5 NS B B E-X— Y 352 DT &, AR H R R

Vx,x, € X,x <x, iff E(x) < E(x,).

2004 4 Agrawal 25 A\PCHE 84N RPN B, (A8 7E AR B 18 L T X m 2 00 R I R A ek T
BE. T 1 B2 R K B SO AT B — HAR A AT K AR RS A 8 W DL B U E R M B RS
A 22 2 14 H7.2009 4F, 3 T 88 LA 440 (05 BE AL X R 4R 7 in 2 58 3% SEPW4R 4, % WKL B9 OPE RSk A
$5 1% 8RB T B S, Xiao 25 A PYIE 42 SE Bk idea BT 1945 B B B B AL, 0H 5 Bk s K b FR A
# mOPEPI R — 3 B R Z 2 Wi, 153 T HAILE IND-OCPA %4 Papa H APHEH#F XA R R ®IF 24
OPE 7 i WA IR % f8 iy B B R . UL 46, OPE iE X 3 41100 3 42 S B 57 B 38 4 0 .

H5 45 OPE Bk X EE T % T i Sl M 21 9 B 1k, 4 ZU TR 56 B 40 -4 S04\ BA SUAE 140 A 18 Ol R e % T K
M SEEEEENTY B . MR 5HHNE NHRS B Kendelev 5 AR TAEMMBEARDE A
SR T OPE 7 R, FHIRE#H — BRI E. T AMILES K OPE Hik' NI u mEEHWSBEREN
AT R R A UCTAT DL sk 7 A, 3 B e 2 SO e S0 s A AR B U Bt OPE N ik
TPERBECEN R SRR TRET ALK OPE F EETIF L ERR SR BRAFEEU—ER
O 22 4 B SO B R RS A 3 — X [A] P B B L3450 0 Reddy A1 Ramachandram 7E mOPE 75 £ \i sy Hadi 1,38
H T BENLLE ROPE 7 UM B R X FBEHLINE 7 XA LM BIR A /DR RZ AT (5 B A S BEHLIE &
7 RIEQFE MV-POPESU™% B 5, A IFTERE S [F] B X FHRF INE 5 A A& ME %, B OPE b RINZ &M
SRS D> AR IR 85, BRI T R I B R A ST E IR N .

323 RENBHFR

S EAPEEE KT E W ESMEE CSP IR B B VB, FERE S A 8, B A P BRAEN
RiEM., B 5RERE. K245 A(secure outsourcing) 1 B B B #7 & HF 4 5E M BEA A AR SN
HE—BURENE 4 fin.— A REANBREZROEEFE S A=A RRENEENF R ERTER
B =4 28,80 CSP.H AU B84 Fl & ) CSP $2 H B AR B35 SR .CSP $UATHI M 4R TH B R IR (RT3
R HE T MEITRE.

BEHGEa Ve LT

N ) it o ERs et
m&gcsp GYRLIETEER

(1) P B R O] #Hﬁl‘ﬁﬁ'ﬁ (6) EE T H SR

Fig.4 Process of privacy-preserving outsourcing computation

B4 BRARRFIMITERRE

R R K B A R T 0 B S BRI AT SRR B A I 7 U R R AU Y A A3
BT TR E RT3 T SR SO B R 2 R 2 v R SR B v B A s M SE IR T e AA R 4P S
RS T S0 B B AR PR A R AR SR OB ST IR R B, B T AT (R CSP T BEAE AR SRR IR VRE AR 4R
PR EHEEA RREA, RE REERER T ERAUERE AL TG FEEAATELTLEHR CSP &
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¥ B4R PR FEMURAE, LS 33 THE.

BEBARPAEHERARETESAERRA LW FERMBTHR TR E XY, ARE EHFERFTERR
RIS B R R I B R B A A B2 R A I %, R B &S & MBS E W, — IR R RSN B KB R
AR A MFE EMEEEEARARE UK EEEAEAAFTEL R AR ZLEERDIESHE LR
L2BEBETEXATHEHENBRRPEREEF RN SHAEEERE RERAEELSE 3210 WAHTHE T
BRI A A R AT SN RSB HE . SEER. BENE. TETESaRPHENE
BRI R SRR T R NERE. RSN REREZ MR EHMARECE: '

X FEAHEEREBRRYEZE,CEARHSEEEE N, SEBEE R, ZHHB4 2RI
FABEERIOT T 22 M E TR URER RN RN iy NSz 8 g4 a B AR
PEEATEUMMEHEIEAEEEE RS RV, ALEEREERSMETEIE FHHR
ESEHER,EPITHEEREFEEINEDT 98.92%H 99.95%,58 &R TERITFE. WA AKRIRH
ARUM ZYMERB S ET R R mHealth' ), BN RS DNSRadar"% 39737 A T BFAR 741
BItEHEA.

BEEHEER T HEIONEENHZ — 8%,k B E % (k-nearest neighbor, B FR ANN)5 X’ E
BLE 3 (support vector machine, FiFR SVM)#B R ZAUR A T % X8R 542K 00 % A T A Samanthula 5 A7
BIREEAFEHEE TN NN BT 28 RIPEREED A DMALRE. EHEA RN E
B #HL % ¥ Rahulamathavan 5 AUSUMER Pailler BIAME SHH ZA&WEAHTENET SVM HiEH%
WA DA A — BRI BB RS, BRSO RE BRE THNH RS H TR,
HEEE(FHRB)EEAF ZEEENE LT RESERANS NS BEUBRKNFEHEITE. 68KNER
R FHRBREZEERTR.

2005 4377 J5 Atallah 2 NI YO B IR B R T R &AM BERREFIER T UL HER
ATHUEREXBEATHIEATEE A REENVESREBHNER.ATEAF BT ESERF—2
fEE ETSE T HE5EERENA X R ARETERAELA RSN, LKL 4LHEE DDH
% T B BIE . 22 B A AL 77 T, Blanton BRI BAU241 5t 8 — BB R M LB H T E MK T A4 B3k
RHAMLT R BB ERHINEE T B &4 T, EE 22 E N O(mamin(m,n))EZE O(mn), 33K B T O(min(m,
MR EE P m 5 n B FREKE STR[122)E B R FEE M B AR LI T %5585 & H R T, ATT## R
AMI LR B R BT £ f ) LA Bl BT SR R U PIRIE M OERERT AT R KB L T AT VL A
ENAS PRI R i BSR4 T — AL AR BB LR SRR U MR B FEF W EKEN Paillier [
AN BET EOHEEDRA T —ARE AT, AT Rl 0y EERIT TR R A S ER T H SR
it 5%

324 /N &

FZWHEB S AR A S RERE SR E BN R AN EERBRATRS FEAERSICTE
H,CSP K T EHRENTERPERBRZLEERAWITER TEAMETEAS ATERT BRRIPIE
HEOFEEEANZEER BASNESEEMERENEBT SR oK R 2B R AT
REPFERS MR A.

1) 5#£402HFRL2TEHIGIN, BRLASMERARNEER. ZERMEEBETETXMNEMRE,
BEXHERBBEERD FRBEERERFTRREEEHRNAE R, B 2R ME N R EERST#HK
VI E5EIEM SRR RKIER I BT DA R RS IS T RIEARE.

Q) REMEHERNEHESAEF LR EEBEEHITHRF EAEFTAFSS5TEEHREKT HEXHE
RIHEE BELEFNAFFEBERNNZENR SR ZERERNZE M.

(3) RERSHEEAREEARRETY B 40 5 — 452 BB R S v 5507 A LT B HoA B
S RANBRERNESFRSMEERORB.I BN L ESHBEDR. EXTAAHN. HKH
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R4 28 & WU ANV B RS E, A E B KB R 2 H
33 HRIENMNEItHE

A} B i 4P i1 2 (verifiable outsourcing computation) & 35X = AME I 4 R IEHIME R IE s R AAR
PN RS B PR E S RIEH CSP R IEER, B CSP IR [ — e iF 4R A P OB AR ZUEHE, AT BA
AW m i E SRR BHBHT R TRIEAEHEN —RARRENE 5 Fin B EREREF 2 TRIESM T
A A B & BRI B 1 D i B R Th RS D R, T LR N T 2 MR B M RAE 2 25T IT R, 5
B F R IETE B W i 1R

BB Ha IR D
(6) BESMBIT SR
)N E (@) BT EIER
; T¥ﬂ§z§$P (8) 3BT RAETESR
ﬂ (7) 1R UEE K
(1) PR RIE &) PATHMIE 9) BiFAMEHE
Q) TrEATREE SR LR IERE

Fig.5 Process of verifiable outsourcing computation

KBS FRIESMEIHERRE

B HRAF B4 0 10 B 1 7T 4 B T 38AE R 2 I B R 24 Gennaro 88 AUZ1F 2010 FHKIRBE T
EXEHTRIFFENES RER ZVEREERERZB AR REY BET 2 M HE] Pamo %
D20 A P B N A ML M B T 30 E ANV R — R VR JF R AT RIS A FFRIE.2013 4. 2014
R &AFE WAMLE R TR AT T KRBT NG EN 5B 2 T2 WAL 2K
B S T LB AEH AT T RAE T 877 R 5 L B M 77 R 0 AT SR E HE 7T e,
FA PR AR AT B AR 45 28 R B TR A B AT T 2 &AM IFRAT T I b 2 & a0 B BuAh 5 R A e
R ATHRAMBEE N T RAE RS0 AT AWML ST RIiEAM RPN, FEMMUER
RERBIFEIEPAU R BB WS RORIE H I YR TR ERRPHSEFARAR

IEIE FAE G PRE K Y TR AP T R R T /2 B B i R FR . METH ., /%
NABRBEZROBEERE BT SEEHRE. AR BTN Z IR % 28 5 ,CSP
WA A SEL T B 45 RS AR IR 38 3 SO A E AL P A 98 B JE VR O i B AT SR E T S AR M — AN ) L
MARELLI T REEES ARG TR ISR MRS A b g T R, 3 R RIS E

LR ZAETHITRIEAAGHERACENE T - EAER MR NETF AL, FERI
LT ILAN T 1.

(1) 3 T RESE 42 BN TE R REAT I AUE K9 75 SN B 2%, 44 IR 45 & s8R 3 W R T BRIV
B 2R S 2% B AR 04 VT IR AE AN T B R R B AR, LA T T R L HE R AT AT

(2) KRERRIFRIER W 208 H00E 30 A 5 F % oL i 22 S0 B8R R A RS B KR R RS - 1
iR A RERET RSB IE N AR RF R X8

3) MREZEENREICTERTRATE GIInEG AT, MERE. BB E SR HREY
RN EENAFTRIEE. EXEH. SHEBESHT
34 HtzZMAZRLEM

aﬁﬁ%f%#%%%ﬁﬁﬁ%yé%%%ﬁ%ﬁﬂ¢imuéﬁﬁimmim%ﬁwﬁﬁﬁ*m“
A REEEHARDL UK E-Leaming R M = HEMMBE% B4 BT 6 (07 M 22 20 R IE R R
AU L2013 4, Lau S AN SRS N B EELA TERA TR REREN SR EBERA R RE M-
Aegis.[F4E,Liu 55 Zhang % AR 578 50 = F) 20 AR 45 1) 22 & B, 45 908 65 1 P 7 5 B A
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4 KERFRRE

AXEBBGZAHLZEMNBHFH AR R LR N AT LFRRREN R LB 5P BEA BT 2
Praf LR HIE 2 R ERT T RIREE —EAR R, KRB THETUE S HXETFTUTILA.

I ZEAMREF RN E R L & — BRI A = B0 R R E ERE T A E RS, R IR R M K
77 K BASR FH R AR AR PR B 57 B BUBR B AR B AT A RBF N B4Rt T &b %t P A B A S e, = 8 1 IR PR .96

(1) 3% A I BRI 3 Xk DL AR R S Y ) 2 4 By, G 9 VR J0 2 0o R v S B e M A o 25, T LAY
B2 A PR AT R th W] e i BR BE AL,

(2) BEETBURS AL TES GEMBERER RO BEUNKE T RSN ERAERATFAABTERR
f M 5 S 4

() R B A X AL (5 B, SR R E T B R i R LB T R B wt Tk
B, TAENRSRAGEEHERGR

(4) BIHREBEISLT CSP KR &P H 5%, A TIH 2 PR &I CSP AR A . 2 A B i 72 v B R )
BT X A = M RE I RN SR TR .

2. ZHERE-HERAZHAFNREREHAMNE AT Z,TBENRRERRE

() BRAZEEEIA S G HRAKRPERENT IR REEMEF LR BN, WSS MR
HE—FHR,REMEE LR THSNREEN MR ERERE.

(2) EXHAMBRMERAR S ZHBREH R, BRZ N L HERERRL RBARROIF. ZRBEE
NERNEWRRAHFRERA, I 2R R T L E AT T RE K R 0 32 R B2 AL R 37 e 0 B LLBCFE A R
HEAREREAGTRIESER

(3) BB i B o 7 B 0 A R R R B 2R BOE AR E R R A BIR E R A T R B
BT 02 — R 2 SCHF A S48 R A PR i (R B R 45 %) AT 7 4.

3. BRTBEFRETHERXNH A ZENHRLAERFE PR TENRREAE:

(1) B PEERKFEATEEORH T ZHHNNAFERTEFHNZEANBARD DL EEE
MRS ERLRNZEHEFHNEBHZLEZNAFTHZERAURERTBIH NI R IMED
PLEI%.

Q) FEAVENEGTE, MARKAEB AN FFRHERRAIGEREEEONET R ASNERRS
RFMELA B TRHANES N B, EROBF LM FBTAERE.

() EREMTE,FETANE NN MRS S, BT EFHEART LAY R
FRPIMEAR RIS AT R B H KR 55k, RN EAr R SRR T4 H =3 K 2 2 e,

SEAT2EBBEAZHEAENBELZLEBE NS EAEMLESE. ZHERSURENA
ZEMRAFBROZHIHARARZ LI B ARE TE TR EPEMEENZEFTR I AR T
RENZERF TR AW AN ZEFRDHERE RSP R 7 R KN A KT gz, mAE
B ERE K F B AR E AT RE S I ABUM Z 2 K. F I, R AN EEESF R R SH T BN ZLRRTE,
UHEAEZHERERRNERZETRE/ZA AN LZERBNEETAEMRE REREESTRE
BEAT V3, AT (RO 32 2 B AR R & 0.

5 HRiE

BERKTHERASRENRERNRER T LERH LR 2T HED R, 2/ HERE
SRR THE 22 RN RRZ BHZ RS RERERERT MINEZZ20EERE.
BERAMTEN L, T AELER/P THEEEASCRAREFHIFARR BRNE TS EE DB
B REFZGEEIHRLEFARANGUENARREZLER EALELANAT st HPEREDNZ LB
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SRt E RGN EREAEARESHNESTEANRE. ZHEFRREURENHRERITEE, LS
RS A B Z B MR KRBT — EH HER.
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